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The New Language of Risk:
What You Should Know about 
Enterprise Risk Management
Enterprise risk management is the new paradigm 
for managing risk in school districts.

By Dorothy Gjerdrum, ARM, CIRM

RISK MANAGEMENT

organization. It is grounded in the 
value that risk management can 
bring to an organization—whether 
public or private, small or large. 
And the standard recognizes that 
risk can be good and bad—which 
acknowledges that when we are 
aware and ready, risks are worth 
taking. That is good news for public 
school administrators and busi-
ness offi cials in this ever-expanding 
world of risk in which we operate.

School personnel 
manage risk all day 
long, whether or not 
they realize it.

School personnel manage risk 
all day long, whether or not they 
realize it. The enormity of the chal-
lenge is driven home when we bear 
witness to a school shooting, a cata-
strophic weather event, or a sleepy 
van driver who rolls off a highway. 
But our schools are also challenged 
by ordinary, daily threats, such as 
workplace injuries, bullying, and 
vandalism. If we don’t understand 
the importance of managing all 
risks, we can get caught up in react-
ing to the most scandalous or highly 
publicized risks at the expense of 
the frequent and common. And if 

Although no newspaper 
headlines, parades, or 
tweets announced its 
arrival in November 

2009, the paradigm for how we 
manage risk changed. This change 
was more than fi ve years in the mak-
ing, and experts from around the 
world contributed to its creation, 
including an advisory group from 
the United States. 

The International Organization 
for Standardization (ISO) published 
the international standard on the 
practice of risk management (ISO 

31000) along with two companions: 
a defi nitions guide (ISO Guide 73) 
and guidance on the assessment of 
risk (ISO 31010). The American 
National Standards Institute imme-
diately adopted ISO 31000 as the 
American standard on risk manage-
ment. The new language of risk, and 
how to implement an enterprise-
wide approach to risk management, 
are described in that standard and 
outlined here for your consideration. 

The ISO framework provides an 
accessible and practical approach 
to managing risk broadly across an 
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everyone is not engaged in manag-
ing risk, we may overlook risks that 
are known but not effectively com-
municated (think of sexual miscon-
duct cases, where someone always 
knows—or should have known).

We also need to think about risks 
beyond insurable risks. People can 
get caught in the trap of think-
ing: “I don’t have to worry about 
that. That’s what insurance is for.” 
When questioned, insurance compa-
nies estimate that only 20%–30% 
of all risk exposures are insurable. 
The ways we treat and manage risk 
need to go well beyond an insur-
ance solution. 

We are also increasingly subject 
to global risks, no matter where 
we live. Recent events have raised 
our awareness of our global inter-
connectedness for risks, such as 
pandemic flu, cyberattacks, and 
economy and supply chain risks. 
Now more than ever, we need every-
one to increase their risk awareness. 

National Guidance on Imple-
menting ISO 31000: 2009, from 
the National Standards Authority 
of Ireland states, “The purpose 
of managing risk is to increase 
the likelihood of an organization 
achieving its objectives by being in 
a position to manage threats and 
adverse situations and being ready 
to take advantage of opportuni-
ties that may arise.” To translate 
that for school operations: school 
business officials need to know the 
new paradigm for managing risk in 
order to support the achievement of 
the district’s objectives by managing 
potential threats and taking appro-
priate risks.

The ISO standard defines risk 
as the “effect of uncertainty” on 
an organization’s objectives. Every 
school district has objectives; they 
are your highest expression of intent 
and purpose. The world holds a 
lot of uncertainty; it results from 
unknown conditions, causes, and 
sources that are often beyond our 
direct control. When that uncer-
tainty affects your district’s ability 

to achieve its objectives, that uncer-
tainty becomes “risk.” 

Risk is anything that could harm, 
prevent, delay, or enhance your abil-
ity to achieve your objectives. Stated 
another way, risk is not just an 
event, consequence, likelihood, vul-
nerability, hazard, threat, or oppor-
tunity, but rather the effect of those 
upon your objectives. A tornado is a 
hazard that creates risk if we are not 
ready to respond to the tornado’s 
effect on our operations (assuming 
that continuing operations safely is 
a key objective). The standard also 
recognizes that sometimes “taking 
a risk” is appropriate, and the stan-
dard provides a framework and pro-
cess that supports the opportunities 
inherent in taking risks. 

The Evolution of Risk 
Management
Figure 1 highlights the evolution of 
how we manage risk in the United 
States. The practice of risk manage-
ment has been expanding over the 
last few decades; the ISO standard 
helps us move that practice to a 
more strategic approach. The risk 
management structure of 10 and 
20 years ago is not as effective 

or forward thinking. Risk is not 
always bad; it is not fully addressed 
through the purchase of insurance. 

Far too often, risks have been 
managed in “silos” with workers’ 
compensation, emergency planning, 
and insurance purchase each led by 
separate people within the organi-
zation, with little overlap or cross 
coordination. ISO 31000 outlines a 
broader approach to risk, and one 
that engages people at all levels of an 
organization, working within a com-
mon framework (Figure 2). 

The principles describe why we 
manage risk and how it will con-
tribute value to an operation. For 
schools that have adopted the ISO 
model, the principles also provide 
aspiration and benchmarks against 
which to compare risk management 
practices.

The framework of the ISO model 
begins with a high-level commit-
ment to the process. Often, that 
is expressed through a policy, 
mandate, or statement by a leader 
(superintendent or the board) about 
the importance of managing risk. 

The framework also includes dis-
cussion of the internal and external 
context of operations, so that an 

Traditional Risk Management 
Insurance purchased to cover 
risks
Hazard-based risk identification & 
controls
Compliance issues addressed 
separately
Safety & emergency mgmt
handled separately
“Silo” approach – risk mgmt is not 
integrated across the organization
Risk manager is the insurance 
buyer

Advanced Risk Management
Greater use of alternative risk 
financing techniques
More proactivity in preventing 
and reducing risks
Integration of claims mgmt, 
contracts review, special 
event RM, insurance & risk 
transfer techniques
Cost allocation used for 
education & accountability
More collaboration – as 
departments are willing
Risk manager may be the 
risk owner

Enterprise-Wide Risk Management
Discussion & review of a wide 
range of risks, including 
reputational, human capital, 
strategic, & operational 
Alignment of RM process with 
strategy & mission
Possible inclusion of “upside risks” 
(opportunities)
Help in managing growth, 
allocating capital & resources
Risks owned by all & mitigated at 
the department level
Many risk mitigation & analytical 
tools available
Risk manager is the risk facilitator 
and leader

Risk is bad – focus is on 
transferring risk

Risk is an expense – focus is 
on reducing cost of risk

Risk is uncertainty – focus 
is on optimizing risk to 

achieve goals

Risk Management Is
Evolving

Figure 1. The Evolving Risk-Management Process (© 2012 Arthur J. Gallagher 

& Co.)
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organization’s risk management program will be tailored 
to fit. There needs to be a plan to implement and coor-
dinate risk management activities; often, that is initiated 
with a comprehensive inventory of how risk is currently 
managed across the district (that is especially helpful for 
identifying turfs and silos). The framework is essentially 
a continual improvement model that can help a district 
plan, monitor and review, and continually improve how 
risk is managed.

The risk management process is applied over and over 
to groups of risks, individual projects, opportunities, 
and areas of operation. To identify, analyze, evaluate, 
and treat risks, the standard recognizes that we need to 
engage stakeholders and risk owners. We need stake-
holders to help us identify risks, consider the context of 
our operations, and understand why and how we are 
managing key risks. 

Stakeholders are people who are affected by (or 
perceive themselves to be affected by) decisions and 
activities. Stakeholders are internal and external to the 
organization. Internal stakeholders include employees, 
students, school board members and possibly service pro-
viders (if they are closely tied with district operations). 
Examples of external stakeholders include parents, the 
community at large, local businesses, external vendors, 
colleges and universities, legislators and regulators. 

Some schools use a panel of risk experts that include 
external stakeholders to stay on top of emerging risks 
and trends. Other organizations consult with stakehold-
ers whenever new programs or initiatives are considered 
as a way to build support and to better understand the 
external context of operations. The standard expects 
that stakeholders will be engaged appropriately in 
order to expand understanding and to support effective 
implementation.

We need stakeholders to 
help us identify risks.

After engaging in a process to assess risks, ISO 
31000 directs us to identify and support risk owners 
to treat those risks. Risk owners are people who have 
the accountability and authority to manage a risk; they 
are internal employees and leaders. Every organization 
should have multiple risk owners, each having his or her 
own area of expertise and control over risks. 

Effective communication and monitoring and review 
of your key risks are built into each step of the process. 
One key aspect of communication is to state clearly 
the purpose of managing risk. One U.S. school district 
describes the key concepts of enterprise risk management 
this way:

Principles

Mandate & 
commitment

Design framework 
for managing risk

Framework RM Process

Implement
risk management

Monitor & review 
the framework

Continually 
improve the 
framework

Establish the 
context
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Risk identification

Risk analysis

Risk treatment

Risk evaluation

Risk assessment

Creates value
Is integral part 
of organiza-
tional processes
Is part of 
decision making
Explicitly 
addresses 
uncertainty
Is systematic, 
structured, & 
timely
Is based on 
best available 
information
Is tailored
Takes human & 
cultural factors 
into account
Is transparent & 
inclusive
Is dynamic, 
iterative, & 
responsive to 
change
Facilitates 
continual 
improvement & 
enhancement of 
the organization

From ANSI/ASSE/ISO 31000

Figure 2. A broad approach to risk. (© 2012 Arthur J. Gallagher & Co.)
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To manage risk more effectively to support 
opportunities
To identify, assess, and prepare for what could go 
wrong
To focus on what is most important to the district 
and its stakeholders—and link key risks to business 
objectives and strategies, and
To ensure that risk management applies to all levels 
of operation, decision making, and activities.

Although we have been slower to adopt it in the 
United States, many other countries have rushed to 
implement the ISO standard on risk management. We 
can look to the Canadian Standards Association for 
an excellent implementation guide and training on 
ISO 31000. In addition, the international experts who 
drafted the original standard have just completed an 
implementation guide, ISO 31004, which will be pub-
lished sometime in the next year. In the meantime, if 
you’d like a copy of ISO 31000, you can purchase it 
online from the American Society of Safety Engineers 
(www.asse.org/shoponline/products/ez690-pkg.php). 

Everyone in every school district manages risk every 
day. If we didn’t, we would never cross a street, drive 
a bus, play sports, or teach students. Making the man-
agement of risk explicit, consistent, and more effective 
is the goal of enterprise risk management. It is the new 

paradigm for managing risk for the betterment of every-
one involved in public education.

Dorothy Gjerdrum, ARM, CIRM, leads the Public Sector 
practice group at Arthur J. Gallagher & Co. She is a frequent 
speaker at national and international conferences, including 
the ASBO Annual Meeting and Expo. Email: Dorothy_Gjerdrum
@ajg.com
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